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K 00s3aTenpHOM nHpOpMaLUU
JUIs pa3MELIeHNs Ha caiiTe

NHOOPMALIMOHHAA ITAMATKA
JJIA OBYYAIOIIUXCA JJIA PASMEIIEHUA
HA OPNINAJIBHBIX UTHTEPHET-PECYPCAX

C KaXabIM T'OZIOM MOJIOJIEKU B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, a IIKOJIb-
HUKHM OJIHM W3 CaMbIX aKTHBHBIX IOJb30Bareneil Pynera. Mexny TeM, MOMUMO
OTrPOMHOT0 KOJINYECTBA BO3MOKHOCTEW, MHTEPHET HECET U MPoOIeMbl. JTa MaMsT-
Ka JJOJDKHA TOMOYb TeOe O€301MacHO HAXOIUTHCS B CETH.

KomnerotepHsie BUPYChI

KoMmbroTepHslid BUPYC - 3TO Pa3HOBHIHOCTh KOMIBIOTEPHBIX MPOrPAMM,
OTIIMYUTEIBHOW 0COOEHHOCThIO KOTOPOU SIBISIETCS CLIOCOOHOCTh K Pa3MHOXKEHUIO.
B nonosiHeHHEe K 3TOMY, BUPYChl MOTYT MOBPEAUTh WIH MOJTHOCTBIO YHUUYTOXHTh
BCE (pailsibl M JaHHBIE, IOJKOHTPOJIBHBIE TIOJb30BATEIN0, OT UMEHH KOTOPOTo ObLIa
3alyIIeHa 3apa)XK€HHAas IpOorpaMMa, a TAKXKE MOBPEIUTHh WIH JTa)K€ YHUUYTOXKHUTH
OIEPaIIOHHYIO CUCTEMY CcO BceMM (ailiamu B 1eoM. B OOJIbLIIMHCTBE Cily4aeB
PacCIpOCTPAHAIOTCS BUPYCHI U€pE3 UHTEPHET.

MeToabl 3aIUThl OT BPEAOHOCHBIX TPOrPAMM:

1. Wcnionp3yli COBPEMEHHBIE OINEPAMOHHBIE CUCTEMBI, UMEIOLIUE CEPhE3-
HBI YPOBEHB 3aLIUTHI OT BPEIOHOCHBIX POIPaMM;

2. IlocTrossHHO ycTaHaBnuBai mauTu (UKM(POBBIE 3aIUIATKH, KOTOPHIE aBTO-
MAaTUYECKH YCTAHABIMBAIOTCS C LEIbI0 JOPAOOTKH MPOrpaMMbl) U Jpyrue 0OHOB-
JIEHUs CBOEH omnepanuoHHOW cucteMbl. CkauuBail UX TOJBKO C O(UIHATBLHOTO
caiita pazpadotunka OC. Eciau cyiiecTByeT peXuM aBTOMATHYECKOTOo OOHOBJIE-
HUS1, BKJIFOYH €T0;

3. PaboTaif Ha CBOeM KOMIBIOTEPE IO MPaBaMM IOIH30BATENs, a HE aIMHU-
HUCTpaTOpa. DTO HE MO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMM HMHCTAJLIU-
pOBATHCS HA TBOEM MEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcnionb3yii aHTUBHUPYCHBIE MPOrPaMMHbBIE MPOAYKTHI U3BECTHBIX IPOU3-
BOJUTEEH, C aBTOMAaTUUYECKUM OOHOBIIEHHEM 0a3;

5. Orpanunub GpuU3NUECKU JOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHMX JIULL;

6. Mcnonp3yil BHELIHME HOCUTENNU MH(OpMalMU, Takue Kak (hielika, TUCK
WK (paia U3 UHTEPHETA, TOJIBKO U3 POBEPEHHBIX HCTOUHUKOB;

7. He oTKpbIBail KOMIBIOTEPHBIC (ailyibl, TIOJyYCHHBIC U3 HEHAICKHBIX HC-
TOYHHMKOB. [[axe Te (hailsibl, KOTOpbIE MpUcianl TBOM 3HAKOMbIN. Jlydile yTouHu y
HEro, OTHPABIISI JIK OH TeOe UX.

Ceru WI-FI



Wi-Fi - 310 He Buj mepenavn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OpPEHI,
Mapka. Eme B 1991 roay HuuaepnaHjckas KOMITAHHMS 3aperucTpupoBaja OpeH.
"WECA", uto o6o3Hauano cioBocoueranue "Wireless Fidelity", koTopbiii nepe-
BOJUTCS Kak "GecrpoBOgHAs TOYHOCTh'".

Jlo Haiero BpeMeHH JIoIuia apyras abopeBuarypa, KOTopas SBISICTCS TaKOU
Ke TexHomormei. Ito abbpeBmarypa "Wi-Fi". Takoe Ha3BaHme OBLIO MaHO C
HAMEKOM Ha CTaHAapT BbICHIeH 3ByKoBoM TexHuku Hi-Fi, yTo B mepeBoae o3Hava-
€T "BhICOKAasi TOYHOCTH".

Jla, OecrmaTHBIM UHTEPHET-AOCTYN B Kade, OTesIX U adpoIopTax sSBISICTCS
OTJINYHOM BO3MO>KHOCTBIO BbIXOJa B MHTEpHET. HO MHOTHME 3KCHEepThl CUUTAIOT,
yto obmienoctynasie Wi-Fi cetn He sIBIsIFOTCS 0€301aCHBIMH.

CoBeTbl 110 0€3011aCHOCTH pabOTHI B 00IIE0CTYIHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro TnuHyto nHpopMaIuio yepe3 obiieaoctynasie Wi-Fi
cetu. PaboTas B HUX, JKeJaTeIbHO HE BBOJUTH MApOJIU JOCTYIIA, IOTUHBI U KaKue-
TO HOMEpa;

2. Vcnonp3yit u OOHOBIISI aHTUBUPYCHBIE TIpOrpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb ce0s1 OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonp3oBanuu Wi-Fi otkimoun pynkiuio "O0muid goctyn k aii-
nam U npuHtepaM". JlaHHas (yHKUUS 3aKpbITa MO YMOJYAHUIO, OJJHAKO HEKOTO-
phI€ MOJB30BATEIN AKTUBUPYIOT €€ Il yI0O0CTBAa MCIOJb30BaHUS B paboTe WU
yue0e;

4. He wucnonws3yit nyonuunbii WI-FI nng mepegauu JUYHBIX JaHHBIX,
HaIrpuMep JJIsl BBIX0J1a B COLIMAIBHBIE CETH WM B AJICKTPOHHYIO MOYTY;

5. Ucnonw3y# Toapko 3amuineHHoe coenunenue yepe3s HTTPS, a ae HTTP,
T.€. pu Habope BeO-aapeca BBoa UMeHHO "https://";

6. B MmoOmibHOM Tenedone otkioun Gynkiuio "l[loakmouenue k Wi-Fi a-
toMatuyecku'". He momyckalt aBTOMaTHUYE€CKOro MOAKIIOYEHHUS YCTPOWCTBA K Ce-
Tsm Wi-Fi 6e3 TBoero cornacusi.

CounanbHbie CETH

CoumayibHbI€ CETH aKTUBHO BXOJIST B HAIIly KU3Hb, MHOTHE JIFOAU PabOTarOT
U JKUBYT TaM TMOCTOSIHHO, a B Facebook yxe 3apeructpupoBan Musiinap 4ejioBek,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEIIEH ILIaHeThbl. MHOTHE MOJIh30BaTEIN HE
MOHUMAIOT, YTO MH(OpMalMs, pa3MelleHHass UMU B COIIMAIBHBIX CETAX, MOXKET
OBITH HaiiZicHa M MCIO0JIb30BaHA K€M YTOJIHO, B TOM YMCJIE€ HE 00s3aTeabHO C OJa-
UMY HAMEPECHUSIMU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COI[UATILHBIX CETSX:

1. Orpannyb crucok Jpy3eil. Y TeOs B IPy3bsAX HE MOJDKHO OBITH CITydaii-
HBIX 1 HE3HAKOMBIX JIIOJIEH;

2. 3amuiiail CBOIO YacTHYIO *KU3Hb. He ykaspiBail maponu, TenedoHsl, aape-
ca, IaTy TBOErO POXKICHUS U JAPYTYIO JUYHYIO WHMOpMAIUio. 3I0YMBIIIICHHUKHA
MOTYT HUCTIOJb30BaTh Jake WH(OPMAIMIO O TOM, KaK Thl U TBOW POJUTEIH IJIAHU-
pyeTe IPOBECTU KAaHUKYJIbI;

3. 3amminail cBOr penyTaluio - ASPXH €€ B YMCTOTE U 3ajiaBail cebe BO-
MPOC: XOTeN Obl Thl, YTOOBI JPYTHE TMOJH30BATEIM BUJICIH, YTO Thl 3arpyskaciib?
[Togymaii, mpesxie 4eM 4To-TO OMyOJIMKOBAaTh, HAITUCATh U 3aTPy3UTh;

4. Eci ThI TOBOPHULIB C JIFOABMH, KOTOPBIX HE 3HAEUIb, HE UCIOJIb3YHl CBOE
pealibHOe UMS U APYTYIO JUYHYI0 MH(DOPMALIMKU: UMS, MECTO >KHUTEIbCTBA, MECTO
y4eObl U poUee;



5. N36erait pazmemienus: Gororpaduii B MaTepHere, rjae Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPON MOKHO OIIPEIEIUTH TBOE MECTOIOJIOKECHHUE;

6. [Ipu perucrpauuu B COIUAIBHON CETH HEOOXOJUMO HCIOIb30BaTh CIOXK-
HbIE NIAPOJIM, COCTOSIIME U3 OYKB U IIU(P U C KOJINYECTBOM 3HAKOB HE MEHee §;

7. st conuaabHOM CEeTH, TIOYTHI M IPYTUX CAUTOB HEOOXOIUMO HCIIOJIb30-
BaTh pa3Hble mapoyi. Toraa ecian Teds B3IOMAIOT, TO 3JOYMBIIUIEHHUKH MOTy4YaT
JOCTYT TOJIBKO K OTHOMY MECTY, & HE BO BCE Cpasy.

DJIEKTPOHHBIE JICHBI U

DNEeKTpOHHBIC JCHBIH - 3TO OYEHBb yIOOHBIA CIIOCOO TUIATEKEH, OJTHAKO CY-
HIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTST MOJYYUTh ITH JICHBIU.

DIEKTPOHHBIE IEHBI'M MOSIBUIIMCH COBCEM HEJABHO M UMEHHO U3-3a OTOTO BO
MHOTHX I'OCYyAapCTBax J0 CUX IOP HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (PyHKIMOHHMPYIOT U O HUX YX€ MPOMHUCAHO B 3aKOHE, Ie
UX Pa3lessaioT Ha HECKOJIBKO BHJIOB - aHOHUMHBIE M HE aHOHMMHBIE. Pa3zHuna B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpoBOIUTh onepauuu 0e3
UACHTU(UKAIIMY TI0JIb30BATENS, 3 B HEAHOHUMHBIX UJCHTH(PUKALINA MOJIb30BaTENS
SBIISIETCS 00SA3aTEIBHOM.

Takoke ciaefyer paznuyaTh JIEKTPOHHBIC (PUATHBIC ACHBIM (PaBHBI rOCyaap-
CTBEHHBIM BaJIOTaM) M 3JEKTPOHHbIE He(UATHBIE NEHbIU (HE paBHBI rocynaap-
CTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacCHON padOTE C NEKTPOHHBIMU JIEHbAMU:

1. ITpuBsixu K cuety MOOMIBbHBINA TenedoH. DTO camblid yAOOHBINA U OBICT-
pBIii CIOCOO BOCCTAHOBUTH JOCTYI K cyeTy. [IpuBsizaHHbIi TenedoH MOMOKET, ec-
au 3a0ynenib CBOM IJIATEKHBIM Naposb WIKM 3aijellb Ha CallT ¢ HE3HAKOMOIO
YCTPOMCTBA;

2. Ucnonb3yit ogHOpa3oBblie napoid. [locne nepexona Ha yCUIEHHYIO aBTO-
pu3anuio Tede yxe He OyJeT YyrpoxkKaTh ONAaCHOCTh KPa)Ku WM IepexBaTa IJIaTex-
HOTO NIapoJIs;

3. Boeibepu cnoxsbiii maponb. [IpectynmHukam OyneT HE MPOCTO yrajaaTh
CJIOKHBIN MapoJib. HagexHple mapoim - 3T0 Mapoiu, KOTOPbIE CONEPKAT HE MEHEE
8 3HAKOB M BKJIIOYAIOT B c€0s CTPOUYHBIE U MPONKUCHBIE OYKBBI, IUPPBI U HECKOIb-
KO CHMBOJIOB, TaKM€ KaK 3HaK Jojuiapa, (GyHTa, BOCKIMUATEIbHBIA 3HAK U T.II.
Hanpuwmep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAUTax, KOTOPBIM HE JIOBEPSCILIb.

DJIEKTPOHHAS MTOYTa

DJIEKTPOHHAS TOYTa - 3TO TEXHOJOTHS U MPEIOCTABIIIEMBIE €10 YCIYTH I10
NEPECHUIKE U MOJIYYECHUIO JIEKTPOHHBIX COOOIIEHUH, KOTOPBIE pPaCIpeiesoTCs B
KOMIBIOTEpHON ceTu. OOBIUHO AJNEKTPOHHBIN MOYTOBBIM SUIUK BBIMJISIUT CIEHY-
IOLIMM 00pa3oM: UMs_TIOJIb30BaTEISI(@UMs_ToMeHa. Takke KpoMme repenayu mpo-
CTOTO TEKCTa, UMEETCS BO3MOXKHOCTh MepeAaBaTh (Paiibl.

OCHOBHBIE COBETHI IT0 OE30IMaCHOM pabOTe C IICKTPOHHOM MOUTOM:

1. Hago BeIOpaTh mNpaBWIIbHBIA TMOYTOBBIA CEpBUC. B uwHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIIIaTHBIX MOYTOBBIX CEPBUCOB, OHAKO JIYYIlIEe TOBEPSAThH TEM,
KOTI'0 3HACIlb U KTO MEPBBIN B PEUTHHTE;

2. He yxa3bIBail B TMYHON noyTe JU4HY0 nHGopmanuto. Hanpumep, nydiie
BbIOpaTh "My3bIKaIbHBIN _(panat@" unu "pok2013" BmecTo "Temal3";

3. HWcrnonp3yli ABYXATAaNHYK aBTOPHU3ALMIO. JTO KOrJa MOMHUMO MApOJIs
HY>KHO BBOJUTH KOJI, TpUChUIaEMBbIN IO SMS;



4. BoiOepu COXKHBIN Maposib. {15 KaXa0ro moYToOBOrO SIIKUKA T0HKEH ObITh
CBOM HAJICKHBIN, YCTOMYUBBIN K B3JIOMY [apOJib;

5. Ecnu ectb BO3MOXKHOCTH HAalMCaTb CaMOMY CBOW JIMYHBIM BOIIPOC, WUC-
MOJIb3YH 3Ty BO3MOYKHOCTB;

6. Mcnonp3yli HECKOJIBKO MOYTOBBIX SAIIMKOB. [lepBhlil 411 4acTHOU mepe-
IUCKH C aJpecaTaMH, KOTOPBIM Thl JOBEpSAEIIb. JTO 3IEKTPOHHBIN aJpec HE HAJI0
UCIIOJIb30BATh MPU PETUCTPALIMU Ha POpyMax H caiTax;

7. He oTkpbiBaii (haiiiibl M JIpyrue BIOXKEHUS B MUChbMaX, JaKe €CIIM OHU
NPUILUIA OT TBOMX Apy3ell. Jlydllle yTOUHM y HUX, OTIPABJSUIM JIM OHH TEOE ITH
Gaitnbr;

8. Tlocne okoHuaHusi paOOThl HA TMOYTOBOM CEpBUCE TMEpe]l 3aKPhITHEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BeidTh".

KubepOymuiiHr unu BUPTYyaabHOE U3EBATEIBCTBO

KubepOymumiHr - npecienoBaHue COOOMISHUSIMHU, COACPKAIIUMH OCKOPOJIe-
HUSI, arpecculo, 3alyTMBaHKe; XYJIUTAHCTBO; COIIMAIIbHOE OOMKOTHPOBAHUE C TO-
MOUIBIO PA3JIMYHBIX UHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIUTUHTOM:

1. He Opocatics B 60i. JIyumunii crmoco6: mocoBeToBaThCs Kak ce0sl BECTH H,
€CJIM HET TOro, K KOMy MOKHO OOpaTHThCS, TO BHa4ajleé YCIIOKOUThCA. Eciu Thl
HaYyHEIlb OTBEYaTh OCKOPOJEHUSMU Ha OCKOPOJEHHUS, TO TOJIBKO elle OoJIblIe
pa30AOKeIIb KOH(IIHKT;

2. Yupapisi cBoell kubeppemnyTauuei;

3. AHOHMMHOCTh B ceTu MHHUMas. CylIeCTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJNHMraHCKUN o0Opa3 BUPTyalbHOW Xu3HU. VHTEepHET
¢ukcupyeT Bce TBOM JICHCTBUS M COXpaHIET UX. YAanuTh UX OyneT KpailHe 3a-
TPYIHUTEIBHO;

5. Cobnronaii CBOIO BUPTYaIbHYIO YECTh CMOJIOY;

6. Urnopupyit enuanunbiii HeratuB. OTHOPa30BbIe OCKOPOUTEIBHBIE CO00-
HIEHUS JIy4dllle UTHOpUpoBaTh. OOBIYHO arpeccHsi MpeKpaniaeTcss Ha HadalbHOU
CTa/INH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKUPOBKU OTIPaBKHU COOOIIEHHI C ompe-
JIEJICHHBIX aJIpECOB;

8. Ecnu ThI cBUaeTenb kuOepOysuMHra. TBOU IE€WCTBUS: BHICTYIUTh IPOTHUB
npeciieoBaTeNs, MOKa3aTh EMy, YTO €ro JeHCTBUS OLICHUBAIOTCA HEraTUBHO, MO/I-
Jiep’KaTh KEPTBY, KOTOPOH HYy)KHA MCUXOJOTHYECKasi MOMOIb, COOOMIUTH B3pOC-
JBIM O (paKTe arpecCUBHOTO MOBEICHUS B CETH.

MoobwunbHbI# Tenedon

CoBpemenHble cMapT(HOHBI U TUTAHIIETHI COAEPKaT B ce0e BIIOJIHE B3POCIIbIN
GyHKIIMOHAT, W TETEePh OHU MOTYT KOHKYPHPOBATh CO CTAI[MOHAPHBIMU KOMIIbIO-
tepamu. OJIHAKO, CPEJICTB 3aIIUTHI AJIsl MOAOOHBIX YCTPOMCTB MOKAa OYEHb MaJo.
TecTupoBaHKe U MOUCK YS3BUMOCTEN B HUX MPOUCXOAMUT HE TAK MHTEHCUBHO, KaK
st T1K, 1o ske camoe kacaeTcss U MOOUITbHBIX TTPUIIOKESHUM.

CoBpeMeHHbIe MOOWIIbHBIE Opay3ephl YK€ MPAaKTUUYECKU JOTHAIN HACTOJIb-
HbIE aHAJIOTH, OJIHAKO pacliMpeHre (yHKIMOHATIa BJeYeT 3a COOOW OOJBIIYIO
CJIOHOCTbh U MEHBIIIYIO 3aIIUIIEHHOCTb.



Jlaneko He Bce MPOU3BOAMTENM BBITYCKAIOT OOHOBJIEHMS, 3aKpbIBAIOIINE
KPUTHYECKHUE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI AJi 0€30MaCHOCTH MOOUIILHOTO TesedoHa:

Huuero He sBisieTcst mo-HacrosiniemMy OecriiaTHbIM. bylib ocTOpoXkeH, Beb
Korja tebe mpensaraiT OecIIaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITBHI KaKue-
TO IUIATHBIE YCIYTH;

Jymaii, npexe ueM oTnpaButb SMS, ¢oto miau Buaeo. Tol TOUHO 3HACIID,
r7e OH1 OyTyT B KOHEYHOM UTOTE?

Heo6xoammo 0OHOBIIATH OMIEPAIMOHHYIO CHCTEMY TBOETO cMapThOHa;

Hcnonb3yit aHTUBHPYCHBIE TIPOTPAMMBI JUII MOOMIIBHBIX Telle(hOHOB;

He 3arpyxaii npuiaoKeHUsI OT HEM3BECTHOTO MCTOYHUKA, BEAb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUCHHE;

[Tocne Toro kak Tkl BBIMJIEIIL C CaliTa, T/ BBOJIWI JIMUYHYIO MH(OpMaIuIO,
3aiM B HACTPOMKM Opay3epa U yaaiu cookies;

[lepuoauuecku npoBepsiid, KAKWE IMJIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JlaBail cBOM HOMEp MOOWUJIBHOrO Tele(pOHA TOIBKO JIOASM, KOTOPBIX Tbl
3HACIIb U KOMY JIOBEPSEIb;

Bluetooth nomken ObITH BBIKIIOUEH, KOTJa Thl UM HE Toyib3yelnbes. He 3a-
ObIBail HHOT' /1A IPOBEPSITH ITO.

Online urpst

CoBpeMEeHHbIE OHJIAMH-UTPBI - 3TO KPAaCOYHbIE, 3aXBaTHIBAIOIINE pa3BIICUE-
HUSA, OOBEIUHSIOIINE COTHU THICSY YEJIOBEK MO BceMy Mupy. Urpoku uccienyror
JaHHBIA UM MUp, OOLIAIOTCSA APYT C JPYIOM, BBIIOJHSIOT 3a/laHusl, CPAXKAIOTCS C
MOHCTPAMH M IIOJYYaroT ONBIT. 3a YJOBOJIbCTBUE OHHU ILIATAT: NOKYMNAKT AUCK,
OIJIAUYMBAIOT A0OHEMEHT WJIM MIPUOOPETAIOT KaKUE-TO OILHUU.

Bce atu cpeacTBa uayT Ha NOAIEP/KAHUE U PA3BUTHE UIPBI, @ TAKKE HA camy
0€30I1aCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMU, BBITYCKAIOTCS HOBBIE
naTuu (UQpPOoBbIE 3aIIaTKU AJI IPOrpaMM), 3aKpPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1nonoOHBIX WIrpax CTOUT omacarbCsi HE CTOJBKO CBOUX COIEPHUKOB,
CKOJIBKO Kpa)Xd TBOETO MapoJii, Ha KOTOPOM OCHOBaHa CHUCTEMa AaBTOPHU3AIUU
OOJBIIMHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30MaCHOCTU TBOETO UTPOBOTO aKKAyHTA:

1. Ecnu apyroit urpok Benet ceOs IMI0X0 UM Co3AaeT TeOe HEMPUSITHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Ioxkanylicst aiMUHUACTPATOPaM UIPHI HA IIOXOE€ MOBEACHUE ITOTO UTPO-
Ka, YKeJIaTeJIbHO IPUJIOKUTh KaKHe-TO J0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii mnunyro nHGOpMaIuio B mpodaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnmmBait HeopuIanbHbIC TATYH ¥ MOJIBI,

6. Mcrionb3yii CII0KHBIE U Pa3HBIE TAPOJIH;

7. JJaxe BO BpeMs UIPbI HE CTOMT OTKJIFOYaTh aHTHUBUpYC. [loka TeI urpa-
€lllb, TBOW KOMITBIOTEP MOTYT 3apa3uTh.

OUIITMHT WM KpaXka JUYHBIX JaHHBIX

OOBIYHON KpaXkell JeHer U JOKYMEHTOB CETO/HS YK€ HUKOTO HE YJIMBHIILIb,
HO C Pa3BUTHEM HMHTEPHET-TEXHOJOTUH 3JI0YMBINUICHHUKN MEPEMECTUIIUCh B UH-
TEPHET, U MPOJIOJIKAIOT 3aHUMATHCS " TIOOMMBIM" JIETOM.



Tak mnosiBUiIach HOBas Yrpo3a: WHTEPHET-MOILIEHHUYECTBA WA (UIIUHT,
rJIaBHAs 1€JIb KOTOPOTO COCTOUT B MOJTYYEHUU KOH(PUICHIIMATBHBIX TaHHBIX MOJIb-
30BaTeNiell - JOrMHOB W mapoJiei. Ha anrnmiickoMm s3eike phishing yurtaercs kak
¢bumumHr (ot fishing - peiOHast 10BJIA, password - aposib).

OcCHOBHBIE COBETHI 110 O0PHOE C PUIIUHTOM:

1. Cnenau 3a cBOMM akkayHTOM. Eciii Thl OJ03peBacilb, YTO TBOS aHKETa
ObLIa B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKHUPOBATh €€ U COOOUIUTH aAMUHUCTPATO-
pam pecypca 00 3TOM KaKk MOKHO CKOpee;

2. Ucnonb3yii 6e30macHbIe B€O-CaliThI, B TOM YHUCIIE, MHTEPHET-Mara3uHoB |
MOMCKOBBIX CUCTEM;

3. Ucnonw3yit cioxHble W pa3Hble napoid. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHU MOY4YaT AOCTYM TOJBKO K OJJHOMY TBOEMY IPO-
¢buiio B ceTu, a He KO BCEM;

4. Ecnu 1e0s B3j10Maid, TO HEOOXOMMO MPEAYNPETUTh BCEX CBOUX 3HAKO-
MBIX, KOTOpBbIE€ I00ABJICHBI ¥ TEOS B JIPY3bsX, O TOM, YTO TeOs B3JIOMaJIH U, BO3-
MO>KHO, OT TBOErO MMEHHU OyAET pacchUIaThCs CIaM M CChUIKM Ha (PUIIMHTOBBIC
CalThI;

5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIIBHBIN TENE(OH;

6. OTKJII0YM COXpaHEHUE Maposisi B Opay3epe;

7. He oTkpbIBail (ailnbl U Apyrue BIOKEHHUS B MUCbMax, JAXe €CIH OHU
NPUILUIA OT TBOMX Apy3ell. Jlydille yTOUHM y HUX, OTIPABISUIM JIM OHH TeOE ITH
(baibl.

[udporas penyramus

[Mu¢poas penyranus - 3TO HEraTUBHAsl WM NO3UTHBHas MHQOpMAIUs B
cetu o Tebe. Komnpomerupyromas nHpopmaius, pa3MelieHHas B UHTEPHETE, MO-
KET Cephe3HbIM 00pa30M OTpa3uThCS Ha TBOEH peanbHOM >xku3HU. "Lludposas pe-
nytanus" - 3TO TBOW UMUK, KOTOphI popmupyercsa u3 undopmaiuu o tedbe B
WUHTEPHETE.

TBOe MecTO XKHTENbCTBa, yueObl, TBOE (PMHAHCOBOE IMOJIOKEHNE, 0COOCHHO-
CTH XapakTepa U paccKasbl 0 OJM3KHX - BCE ATO HAKAIUIMBAETCS B CETH.

MHorue noapoCTK! JIETKOMBICIIEHHO OTHOCSITCS K MyOJIMKalUK JTUYHON HH-
dbopmanuu B MHTEpHETE, HE MOHMMAS BO3MOXHBIX MOCHEACTBUM. ThI naxke He
CMOXeEINTb J0TafaThcsi 0 ToM, 4yTo doTorpadusi, pa3MeiieHHas 5 JeT Ha3ajl, craja
NPUYMHON OTKAa3a MPUHATH T€OS Ha paldoTy.

KommenTapuu, pazmenieHue TBoux GpoTtorpaguii U Jpyrue IAeUCTBUS MOTYT
HE UCYE3HYTh JIaXKe MOCJIe TOro, Kak Thl UX yAadulb. Thl HE 3HACUIb, KTO COXpa-
HWI 3Ty UH(POPMAIHIO, MOoNala J1 OHa B TOMCKOBBIE CUCTEMbI U COXPaHUJIACh JIU
OHa, a TJIaBHOE: YTO MOAYMAIOT O TeOe OKPY’KAIOLIUE JIOAN, KOTOpble HAWIYT U
yBUAAT 3T0. Haiitu nHdopmalo MHOTO JIET CIIyCTsI CMOXKET JIF000M - Kak U3 A00-
pBIX OOYXXJIEHUH, TaK U C HAMEPEHHEM NMPUUYMHUTH BPeJ. DTO MOXKET OBITh KTO
YTOIHO.

OcHOBHBIE COBETHI IO 3aIIUTE MU(PPOBOI pEITyTaIUU:

1. IToxymaii, mpexae ueM 4yTo-To MyOJUMKOBAThH U NepeaaBaTh y cedst B OJore
WA B COLMAJILHOM CETH;

2. B nacrpoiikax mpoduiis yCTaHOBH OTPAHUYEHHUS HA MPOCMOTP TBOETO
npoduIsi ¥ €ro COAECPAKUMOTro, cliesiail ero TOJabKO "1 Apy3eit”;

3. He pa3memaii u He yka3biBail HH(GOpPMALIMIO, KOTOpas MOXET KOTro-Iu0o
OCKOPOJISITH WJIH OOMXKATh.



ABTOpPCKO€E IIPaBo

CoBpeMeHHbIE IIKOJBHUKU - aKTHUBHBIC IMOJIb30BATENN LHU(PPOBOro Mpo-
cTpancTBa. O HAKO JIaJIe€KO HE BCE 3HAIOT, YTO MOJIb30BAHUE MHOTMMH BO3MOKHO-
CTsMH IIM(PpoBOro Mupa TpeOyeT COOII0ICHUs TIpaB Ha MHTEIUIEKTYaJIbHYIO COO-
CTBEHHOCTb.

TepmuH "HHTEINIEKTyaIbHAST COOCTBEHHOCTD'" OTHOCUTCS K Pa3JIMYIHBIM TBO-
PEHUSIM YEJIOBEYECKOTO yMa, HA4YMHAs C HOBBIX M300pPETEHHI M 3HAKOB, 0003HA-
YaIOMIMX COOCTBEHHOCTh HAa MPOAYKTHI U YCIYTH, U 3aKaHYMBas KHUTamu, (poTo-
rpadusMu, KHHO(DUIEMaMHA U MY3bIKAJIbHBIMU TTPOU3BECHUSMU.

ABTOpCKHE TIpaBa - 3TO NpaBa Ha MHTEIUIEKTYalbHYIO COOCTBEHHOCTH Ha
MPOU3BEJCHUSI HAYKH, JIUTEPATYpbl U UCKYCCTBA. ABTOPCKHE IpaBa BBHICTYNAIOT B
KaueCcTBE rapaHTHH TOT0, YTO MHTEUIEKTYaJIbHBII/TBOPUECKUN TPy aBTOpa HE Oy-
JIET HalpacHbIM, JaCT €My CIpaBeIJIMBbIE BO3MOKHOCTH 3apadoTaTh Ha pe3yJibTa-
Tax CBOETO TpyJa, MOJIYyYUTh U3BECTHOCTh U Mpu3HaHue. Hukro 6e3 pasperieHus
aBTOpa HE MOKET BOCIPOU3BOJUTH €ro MPOU3BEICHUE, PACTIPOCTPAHATD, MyOINY-
HO JIEMOHCTPHUPOBATH, MPO/IaBaTh, UMIIOPTUPOBATH, IIYCKaTh B MPOKAT, IMyOJIMYHO
UCIIOJIHSTh, OKA3bIBATH/UCIIONHATH B 3dupe win pazMeniats B UHTEepHETE.

Hcnons3oBanue "mupaTckoro” mporpaMMHOrO 0OecredeHus MOKET MpUBe-
CTM K MHOTMM PHUCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM J0 OJIOKHPOBKH
TBOEr0 YCTPOWCTBA, I/I€ YCTAaHOBJIEHA HeJerajlbHas nporpamma. He crouT Takxke
3a0bIBaTh, YTO CYLIECTBYIOT JIETajbHble M OECIUIaTHbIE MPOrpaMMbl, KOTOPHIE
MO>KHO HANTH B CETH.

O noprane

CereBrU4OK.p( - TBOU IJIaBHBIA COBETYHK B CETH. 3J1€Ch Thl MOKEIIb y3HATh
0 0E€30MaCHOCTH B CETU MOHATHBIM U JOCTYIIHBIM SI3bIKOM, a NP BO3HUKHOBEHUU
KPUTUYECKON CHUTyalluu OOPAaTUTHCS 3a COBETOM. A TaKXe MPUHATH y4yacTHE B
KOHKYpCcax u CTaTh caMbIM U (QPOBBIM IrpaKJaHUHOM






